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TOM TAT

Ngay nay, mang loT vo tuyén phét trién rat nhanh vé dung leong, bing thong va yéu cau bao mat cao
hon. Bic tinh kénh truyén vo tuyén d& bi gay nhiéu, ké nghe 1én c6 thé truy xuit vao mang dé iy cép
thong tin ngudi dung. Trong nghién ctru nay, chiing t6i d& xuat mé hinh mang 10T vo tuyén chuyén tiép,
phét nhiéu than thién, két hop véi giai thuat bao mat khong déi xing RSA dé nang cao hiéu ning truyén
dir liéu kha ning bao mat, chdng nghe Ién.

Tir khoa: Truy nhdp vo tuyén 10T, bao mdt khéng doi ximng RSA, bdo mdt I6p vt ly.
ABTRACT

Today, wireless 10T networks are growing very quickly in terms of capacity, bandwidth and higher
security requirements. Radio channel characteristics are susceptible to interference, eavesdroppers can
access the network to steal user information. In this study, we propose a forwarding, interference
wireless 10T network model, combined with the RSA asymmetric security algorithm to improve data
transmission performance, security, and anti-eavesdropping capabilities.

Keywords: 10T radio access, RSA asymmetric security, physical layer security.

1. Téng quan Mang thong tin di dong thé hé thu 3,
1.1. D@n nhdp thir 4, dd tng dung ky thuat bao mat trén

Pé thuc hién bao mat cho kénh truyén  16p vat ly, cac két qua nghién cau trong
dir liéu ngudi dung, Shannon, da phat minh  [2], [7], tap trung vao cha dé tng dung ky
ma hoa kénh truyén [1], vira chéng dwoc  thuat trdi phd truc giao OMA, k§y thuat
15i bit, vira chdng nghe Ién, wu diém cia  diéu ché truc giao da song mang OFDM,
phuong phap ma hoa l1a cach bao mat tryc  k§y thuat da truy nhap SIMO, MIMO dé
tiép, dé thuc hién, nhuoc diém 1a khi ngudi  chdng nhidu fa-ding, va chdng nghe Ién.
nghe 1én str dung cac bo vi xit ly hién dai,  Tuy nhién khi mang di dong huéng téi thé
thi nang luc bé khda thuc hién nhanh hon,  hé thit 5 va 6, dung lugng mang loT qué
kénh truyén kém an toan. I6n, do @6, can phai sir dung k¥ thuat trai
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phd khong truc giao NOMA, cong nghé
mang cdng tac chuyén tiép, phat nhiéu
than thién dé nang cao hiéu qua sir dung
bing théng va bao mat cho kénh truyén
ngudi dung hiwu ich.

Cac két qua nghién ctu cua [6-9], da
thiét ké cac cau hinh kénh truyén vo tuyén
st dung k¥ thuat trdi phd khéng truc giao
NOMA, da truy nhap MIMO, phén tich cac
tham sb xac suit ding OP, x&c suit bao

mat IP, theo ti s6 SNR cua kénh chinh,
kénh nghe Ién, trén kénh truyén vo tuyén
fa-ding. Trong nghién cuu nay, chung toi
dé xuit md hinh kénh truyén cong tac
chuyén tiép 10T vo tuyén phat chuyén tiép
nhiéu than thién két hop véi giai thuat bao
mat khong d6i xang RSA, viéc st dung
khoa bao mat K tai dau phat va dau thu cua
kénh truyén chinh s& ting hiéu ning bao
mét cho hé thdng, chdng nghe 1én.

1.2. M6 hinh hé théng kénh truyén bdo mdt Shannon
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Hinh 1. M6 hinh kénh truyén bao mat thdng tin Shannon [1]

M6 hinh kénh truyén bao mat
Shannon, nhu hinh 1, trong d6, may phat
(S) truyén thong tin tir nguon ngudi ding
(A) téi may thu dich (D), trén kénh truyén
(Ha), véi nguon nhidu (Wg), ngudi nghe 1én
dat may thu (Zg), dé lang nghe tin hiéu
kénh truyén (S) va (D). Dé chan may nghe
Ién (E) 14y thong tin, may phat (S) can phai
ma hoa thong diép cua nguoi dung (A)
thanh cac ban tin (M) véi khda ma bi mat
(K) thanh tir m& thong tin phét la (X), khoa
ma bi mat (K) chi dugc biét tai may thu
(D) hop phap. Shannon sir dung tham sé
Entropy diéu kien H (m | X) tai may nghe
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Ién (E), d¢ do mtc d6 bao mat cua théng
diép sau khi dd ma hoéa, hé thdng bao mat
hoan hao néu H(m|x)=H(m) hoic do
rO ri thong tin dén may nghe Ién
I(m; x)=0 wvsi I(m; x) Ia théng tin
turong hd cua bién ngau nhién m théng qua
gia tri cua bién ngau nhién X. Bao mat
hoan héo chi dat dwoc néu H (k)= H (m),
tac 1a do bat dinh cua khda (K) phai Ién
hon d6 bét dinh thong diép (M).

1.3. Dung lwgng bao mat

Xét kénh nghe 1én Gaussian nhu hinh
1, véi X la ham tin hiéu ngd ra may phat;
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y la ham tin hiéu ngd vao may thuva Z la
ham tin hiéu ngd vao may thu nghe Ién.
Quan h¢ gitra kénh ngd vao va kénh ngo ra
nhu sau [1]:

1)
(@)

voi hy, h, 1a he sé kénh truyén va

Yp = hgx + wy

YE = hex + we

wy = (0,03); w, = (0 o2) la cong suit
nhiéu cua kénh truyén tai may thu (D) va
may nghe Ién (E). D Iié’u mé~hc’)a trén
kénh vd tuyén la cac bién ngau nhién,
x(n) = [x1, X2, .., X |, QOI E[] la toan
tr Ky vong, cong suat trung binh tin hiéu
thu la: P = %2?=0E[|xi|2]- Dua theo cong
thiec tinh dung lwong kénh truyén
C(bps) = By (Hz)log,(1 + %), dung lugng
bao mat dugc dinh nghia nhu cong thirc sau:

hal? P)
log (1 + el P)] (

1.4. Mang lot v tuyén

Cs = max [log (1 +

w

)
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Hinh 2: Kién trac cta IoT vo tuyén [4]

Mang loT vo tuyén 1a hé thong thiét bi
cam bién 10T vo tuyén duoc két ndi vao
mang internet qua kénh truyén vo tuyén
nhu hinh 2,[4]. M6 hinh gom c6: 1. Thiét
bi cam bién/thiét bj 10T; 2. Thiét bi chuyén
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mach két noi trung ké gateway/hub; 3. Web
Serve; 4. Thiét bj 1ng dung khac. Trong d6
gateway/hub c6 chirc nang gwri/nhan théng
tin gitra thiét bj 10T bang cach sir dung cac
giao thuc mang nhu Lora, ZigBee, Z-
Wave, Bluetooth, TCP/IP va cho phép két
ndi truy cap vao mang internet.

1.3.1. M& héa bdt doi xirg RSA

Co hai giai phap bao mat loT la su
dung phan ciing va giai phap bao mat bang
phan mém. Giai phap bao mat dua trén
phan cang, 1a thiét ké cac md-dun phan
cting chuyén dung dua trén di liéu gan thé
dén tir cac nguon dir lieu cua tng dung,
bao gom kién tric bo xt ly va nhiéu bo
nho, ké tan cong c6 thé thiét ké lai céc
thanh phan phan cing twong ty trén bo
mach, do d6, khong an toan. Ddi véi cac
giai phap bao mat phian mém, thuat toan
ma héa/giai ma bat dbi xung RSA dugc sir
dung rong réi nhat, c6 hiéu qua cao[4][5].
Thuat todn RSA ¢6 hai cong doan ma hoa
& phan phat va giai md & phan thu duoc
thyc hién nhu sau [3-5]:

1. M4 hoa: Ma hoa la qua trinh ngau
nhién hoéa dir liéu tin goc (M) voi khoa
cong khai (K) & bén phat (A) va truyén cho
nguoi dung (B), ky hiéu la bo khoa mat ma
C[(e, n)]; bén thu (B) nhan dir liéu sau ma
hoa va giai ma bang khoa bi mat riéng, ky
hiéu D[(d, n)]. P& ma hoa ban tin géc (M),
thi trudc tién chuyén ban tin (M) thanh céac
ban tin thanh phan (m), véi diéu kién
(m < n). Qué trinh tao ra mot cap khoa bi
mat theo cac budc nhu sau:

Budc 1: Chon ngau nhién 2 sé nguyén
t6 du 16n, doc 1ap 1a (p va q); p # q; Budc
2: Tinh (n = p.q); Budc 3: Tinh gid tri ham
Euler o(n) = (p —1).(q —1). Bué6c 4:
Chon sb nguyén t6 [e], sao cho: 1< e
<@(n). Buéc 5: Tinh (d) sao cho:
{(d.€) =1 (mod@(n))}, hay tim mot sé
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x.(p 1e).(q 1)}
ciing 1a s ty nhién, [d = mod(p — 1)(q —
1)]. Khéa cbdng khai, ky hiéu CJ[(e,n)],
trong d6: (n md-dun) va (e) 12 sé mii cong
khai hay mii ma hoa. Khoa bi mat, ky hiéu
D[(d,n)], trong d6 (n mo-dun) xuat hién
trong khoa céng khai va ca khoa bi mat va
(d) 1a s6 mii bi mat. Goi (C) 1 ban tin sau
ma hda thanh phan, c6 gia tri nhu sau:
C = m®mod(n)

Nhu vay, bén phat (A) sé¢ sir dung
khoa cong khai dé chuyén thong diép o
dang ban rd (m) thanh van ban mat ma C.
Qua trinh giai ma thuc hién nhu sau:

Bén thu B nhan duoc ban tin (C) ¢
dinh dang van ban mat ma, sau d6 (B) su
dung khoa riéng dé chuyén van ban mat ma
thanh vin ban gdc thanh phan (m) theo
phép toan: m = C%*mod (n). Qua trinh giai
ma thuc hién duoc la vi:

ct = m®)* =m*? (mod (n));
doe.d=1mod (p—1)vae.d =
1mod (q — 1), nén m®® =

m mod (p) vam®® = m mod (q)

tu nhién (x), sao cho: {d =

2. Thiét ké md hinh cau tric mang
vO tuyén cong tac iot két hop giai thuat
mé& hoa bét déi xieng RSA

Két qua nghién ctu mang cong tac
trong [2],[6],[8], déu chon mé hinh nhiéu
nhanh ro-le chuyén tiép dong thoi va lva
chon ro-le (Rs) chuyén tiép theo ty 18 15i
bit BER, ty I¢ sir dung nang luong PA theo
ty s6 tin hiéu trén tap &m (SNR). St dung
ro-le chuyén tiép dan dén hiéu suat pho cao
hon; tuy nhién, chi phi phan cing va do
phtic tap cao hon. M6t sb nghién ciru méi
gan day [9-11] sir dung cdng nghé da truy
nhap khdng truc giao NOMA dé mo rong
dung Iuvgng kénh nguoi dung, va cdng nghé
truyén ning luong va thong tin dong thoi

(SWIPT), cho phép may thu tai cac nut
mang thu thap ning luong vo tuyén song
hanh véi thu tin hiéu thdng tin, tin hiéu vo
tuyén thu dugc s& chuyén ddi thanh ning
lwong cung cip cho viéc truyén phat tin
hiéu chuyén tiép, nang cao hiéu suit sur
dung nang luong, nén duoc goi la hé thdng
v tuyén cong tac xanh.

Nhém nghién ctru dé xuat phéc thao
mot mang khong day ToT nhu hinh 3, bao
gom nédt Hub-10T ngudn (S), ndt chuyén
tiép co hai ro-le 10T cong tac (R, Ry) va
ndt thiét bi loT nguoi dung la (Dy); véi
n=(1,2,3), trong d6 co6 2 thiét bi IoT ngudi
ding (Dy) va 1 thiét bi 10T nghe 1én (E).
Mo hinh cac ro-le 10T v6 tuyén chuyén tiép
cong tac la (Ry) va (Ry), str dung giao thac
giai ma chuyén tiép (DF) dé chuyén tiép
c4c tin hiéu dén cac thiét bi 1oT nguoi ding
(Dn), str dung ky thuat phan chia khe thoi
gian SWIPT thanh 2 nhém khe thoi gian
truyén goi la nhom 1& (T1) va nhém chan
(T2, dé truyén dong thoi tin hiéu thong tin
va tin hiéu nang lugng (EH) cho cac role
loT va sir dung giao thac phan chia cong
suat PS c6 hé s6 phan chia cong suét la
(Ar.P). Chon 1 ro-le IoT dé chuyén tiép
nguodn (S) va ro-le 10T con lai thyc hién
chire nang gy nhiéu dén may nghe Ién (E).

éi loT Device

Server R102 — D

" internet | .

- = — loTDevice
oo @‘& D2
Router
WIFI-RSA

loT Gateway (RPI)

Database | Web application

. Apache 2.4
LAN/R45 Web server

WILAN bultin| | Module LORA/
module RFM69

)

i hge m
2
Relay -
R2 10T (E)

Hinh 3. M6 hinh mang IoT v6 tuyén két
hop bao mat RSA
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3. Phan tich mé hinh todn mang vo
tuyén cong tac loT

Cong suat tin hiéu thu nang luong EH
tai may thu ro-le (Ry), (R2), [13-14] theo
giao thirc phan chia cong suat PS, tng voi
cac khe thoi gian truyén T;, duoc viét theo
cac phuong trinh sau:

EHg}el = . Ag,.P.Osp, 4)
EHgl = p.Ag,.P.0gpg, (5)
EHST'ZR1 = . Ag,.P.0Osp, (6)
EHg% = . Ag,.P.0gp, (7)

Trong d6, Ty = Yp—oti; i = 2k + 1,
T, =Y"_,t;; i = 2k, latong cac khe thoi

gian I& va chan,.Ai 1a hé s6 phan chia cong
suat; 0 <Ag, <1;0<2g <1 , P Ia
cong suat phat tai nét trung tam 10T(S),
14 hé sé thu nhan tin hiéu, 0 < u < 1; va
d6 loi cua kénh truyén tai 10T chuyén tiép

14 05, = E {|hsz,|"}va o5, = E{|hsz,|'}.
Khi nét trung tam loT (S) phét chudi tin
hiécu mad hoa cac thong diép x; i =
{N, ...,1} dén cac thiét bi 10T chuyén tiép
theo giai thuat phan chia céng suat twong
ung vai cdc nhdm khe thoi gian, thi tin
hiéu nhan duogc tai ro-le 10T chuyén tiép
la (Ry, R,) duoc thé hién theo cong thirc
nhu sau:

Ve, = hs,Rl-J(l — Ag,)-P- 2L (Vi x;) + ng, (8)
y;; = h’S,Rz' /(1 - ARZ)PZ?]:l(\/EL xi) + nRZ (9)
Vit = hspye (1= 2r,). P BIy (/@i ) + g, (10)
Vit = hspye (1= Ar,). P Bi (Vai. ) + g, (11)

trong d6, ng,; ng, 1a cdng suat nhiéu
cua kénh truyén AWGN, hgp ;= hgpg, 12
hé sb suy hao kénh truyén vo tuyén
Rayleigh tinh theo khoang cach tur 10T Hub
(S), dén loT chuyén tiép (R), hsr,._,, =
g.dsg,; twong Gng véi hé s6 phan chia

cong suat PA cho ro-le chuyén tiép la
i

B 211\1’=1n ’

trén nhiéu SINR nhan duoc tai ro-le loT

(Ry) trong khoang thoi gian truyén dugc thé

hién theo céng thirc nhur sau:

a; N a;=1. Ty sb tin hiéu

2
Ty (1-2r,)|hsr, | -aip . . P
= - ,i={N,.. 1},i>1,p=— 12
VRy—x; (1—/1R1).|h5‘R1|2.p.Z}_=§ aj+1 ¢ } p No (12)
2
T, (1-2g,).|hspr,y | aip . . P
= - ,i=1{N,..,1},i>1,p=— 13
Vraxi (1-2r,) |, | P ZIZ a1 { ) P =

Ngudng tdc do bit tuc thoi o thé dat duoc thé hién theo cong thirc toan nhu sau:
T 1 T i
RRll—xi = 51092(1 + VR;_xi);l ={N, ..., 1} (14)

1 .
Rgzz_xi = Elogz(l + VRTZ—xi)i‘ ={N,..,1} (15)
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Trong khung thai gian thiét bi IoT(R)  hiéu DF, va tin hiéu thu duoc tai thiét bi
chuyén tiép tin hiéu dén IoT nguoi dung 10T (D,) dwoc thé hién theo cong thuc
(Dy) tng voi giao thac chuyén tiép tin  nhu sau:

ygfl = hS,Rz.Zﬁvﬂ( /aiEHSTj?Z.xi> +np, (17)

trong d6, np, 14 tap &m nhidu trang tai  diing (Dy) sau giai ma twong g Vi ludng
thiét bi dau cudi Dy, va ty s6 tin higu trén  dir lieu thu x;; i = {N, ..., 1}, c6 cdng thic
nhidu tac thoi cia cac thiét bi ToT ngusi  bicu thi két qua nhu sau:

2

h Q. WAR, .0 i i

yho = Izs.unl PRSI ={N,..,1},i > 1 (18)
n—xj |hS,Dn| @ U AR -OSRq Z§-=1aj+1

2
TZ |hS,Dn| 'ai'”'le'O—S,Rz . .
= . i={N,.., 1}i>1 19
yDn_xi |hS,Dn|2-ai-ﬂ-AR2-0_S,R2 Z;_:ll aj+1' { T }’ ( )

Ngudng toc do bit tuc thoi co thé dat  giai ma cac ky hiéu dir lidu (x;) duoc viét
dugc khi thiét bi IoT nguoi ding (D,)  nhu sau:

1 .
Rgil_xi = 51092 (1 + VDT:l_xi) ;i ={N, .., 1} (20)
Ry, =3109> (1+ yg;_xi) ;i={N,..,1} 1)

Tuong ty, ¢6 thé dé xuat mé hinhtoan cho  nhiéu t6i thiét bi nghe 1én (E), may nghe 1én
kénh nghe Ién (E). Nghién ctru nay dé xuat st nhan dong thoi tin hiéu tir ro-le 10T chuyén
dung 10T ro-le (Ry) dé truyén tin hiéu gdy  tiép (Ry) varo-le IoT (R,) gay nhiéu nhu sau:

yh = hRL,E'ZIiV=1< ’al-EHST}l.xi) + hRZ,E.Zﬁ\Ll( /aiEHST}z.xl) +ng (22)
bez = th,,E-ZIiV=1< ’aiEHST,Z}h.xi> + th,E.Zﬁvﬂ( /aiEHSTIZRZ.xl) +ng (23)

trong d6 ng 1a nhiéu {AWGN} tai may nghe Ién E, va ty s6 tin hiéu trén nhidu s& Ia:

2
h A UAR, . i .
ygix = | i,E' ll:_1R1 OS,Rq - ,i = {N, ___'1}’1 >1 (24)
' ”'AR1-p'(|hR1.E| OS,Rq 2j=1aj+|hR2,E| US,R2)+1
2
T |hs el @i dr,.05R , .
yEz—xl = e 2 ,i={N,..,n}i>1 (25)

WAR, -P-(|hR1,E|2ffs,R2 Z};i aj+|hR1,E|ZUs,R1)+1
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Ngudng toc do bit tirc thoi co thé dat  hiéu dit liéu (x;), duoc viét theo cong thic
dugc, sau khi may nghe Ién giai md cac ky  nhu sau:

1 .
R?—xi = 21092(1 + V;ixi); i ={N,..,n} (26)
R,?_x = 1log2(1 +v, x) i ={N,..,n} 27)

St dung ly thuyet ve ham mat do cong 1e('§), cua kénh truyén vo tuyén Rayleigh,

suat PDF, f,2(x) = ie(_g); o = E{|h|?} va de tinh cong thuc tinh xé&c sudt dimg caa loT
ham phan bé cong suit CDF Fpp(x)=1—  ro-le chuyén tiép duoc tinh theo cong thirc sau:

0Pz () =1— Pr{mim{Rglr_xi} > R.}; R, lAngudng cla ty s6 bit trén Hz  (28)

0P (£) = 1 —exp (—+); B = min(gy = |G T VEAGT > T 5

(1-2g,.)-B-0.0s R, a; ifi=1
Tuong tu, tir [1],[13-14], X&c suat dirng cta IoT ngudi ding (Dy) duoc tinh nhu sau:
0P (t) = 1 — Pr{mim{Rg'_, } = R,mim{Rg:_ }=R. }; i ={N,..,n} (30)

0Py, (t) = 1= exp (= L); Q= mim{wy; wm) (31)
Trong d6: w, = min{(l — /'er).,Bi.p.aS,Rr};i ={N,...,n} (32)
Wy, = min{(ARr)-,Bi-p-O-S,Rr‘Dn};i ={N,..,n} (33)

Tir [13-14], x4c suat chin cua kénh nghe 1én dugc tinh theo cong thic:

IPgp, (t) = 1 — Pr{mim{Rg' _, } = R, mim{R;* .} = R, }; i = {N, ...,n} (34)

IPg_p,(t) 2 Pr{imim{Rg? . } = R, }; i = {N, ..., n} (35)
IPgp, (t) =
maxi{1l — ,(ai_y'zﬁ'_:ll a; )05 Ry ORy.E 9

(ai—V-Z}_:ll aj )'O-S‘Rr'O.RT‘E-I-a'y'O'S.Rr-O-RT,E

y -
— - ;1 =A{N, ..., 36
exp << Ary(ai-v.2i a; )'p'GS.Rr'GRT,E>>} i={ n} (36)
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4. Thiét ké phan cing mang iot vo
tuyen sir dung giai thuat RSA
4.1. Cau truc phan ciéng

4 RELAY

Hinh 4: Phan cimg hé thdng IoT thuc
nghiém, bang tan 433 MHz ISM [3].

Thiét ké phan cang caa gateway IoT va
nat IoT duogc dé& xuat nhu hinh 3, trong d6
hé théng IoT gateway dé giao tiép voi may
chii va giri/nhan thong tin dén/tir cac nut
cam bién thong qua mang RE. Nut IoT Hub
duoc thiét ké cho hai chirc nang chinh la thu
thap dit liéu méi truong bang cach sir dung
cam bién va bat/tit thiét bi truyén dong
thong qua ro-le trén mach AD. Cac cam
bién duoc sir dung bao gém: 1. Cam bién do
d6 am AM2302, cam bién do nhiét do
SHT10, bo truyén dong c6 4 chuyén mach
quang ESP32 (MCU)[9] dugc thiét ké dé
hoat dong & ché do bat/tat, MCU s& bat / tat
timg ro-le bang cach gui mot muc logic
(mtc logic “17: bat, mirc logic “0”: tit) cho
cac GPIO tuwong ung. Mo dun két ndi vo
tuyén RFM69HCW duogc chon dé két ndi
cac nut IoT voi 10T gateway, nd 1a mo-dun
thu phéat ¢ kha nang hoat dong trén dai tan
rong, bao géom ISM 315 MHz, 915 MHz,
868 MHz va 433 MHz ISM. Dir liéu dam
may (Google Firebase), Firebase la mot
dich vu co s¢ dir liéu thoi gian thuc cho
phép va hd tro nguoi ding phét trién da ang
dung nhu web, ung dung di dong (iOS,
Android) va dit lieu cam bién phan loai
bang cach tich hop c4c chic nang bd cong
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Cu may hoc (M L) véi lap trinh phia may chu
t6i thiéu va cac cdu hinh phuc tap cho co sé
dir ligu back-end. Giao thiic hoat dong cua
loT gateway c6 thé twong tac véi co so dir
liéu Firebase théng qua két ndi internet.

4.2. Gidi thudt bdt doi xing RSA

Chon thuét todn bao mat ma hoa bat
dbi xtmg RSA vé6i bd mi hoa 1a 123 ma,
mdi ma duge chira boi 1 byte, twong duong
123 byte dé dung chung mi hoa va giai ma
véi gial thuat nhu hinh vé 5, B ma
hoa:C[123], b giai ma: D[123], va bd
chung ma hoéa va giai ma N[123], C[i] va
N[i] dung dé ma hoa, D[i] va N[i] dé gia
ma, dugc sinh ra tir gidi thuat tao ma trong
thuat toan RSA.

CODE[O] 255
(ghi chu: start byte=255)

!

Ma hoa Da!a[\] béng khéa C[] thanh z

Crc:(C )
i chi: dung thuat 6a RSA,
gma«a ay cho b6 mé cho 0 gid

<254)
Tangi lén 1
Téng] lén 1

ding j=i%123

(Ghi chi: chi c6 123 khoa)
sai

CODE[i+1]=crc
CODE[+2]=254
(ghi chu: start byte=254)

Tra vé CODE

Hinh 5: qui trinh truyén dir ligu

Hinh 6: qui trinh nhan di ligu

Hinh 5. Giai thuat RSA

5. Thiét ké md hinh mé phéng

5.1. Tham sé6 md phéng

Gia sir 10T gateway phét tin hiéu dén
cac ro-le {loT} cong tac va chuyén tiép dir
liu dén cac IoT ngudi dung duoc két ndi
vai nhau thanh vong kin, stir dung céng nghé
khong truc giao NOMA. Chon khoang cach
tir trung tim {IoT} S dén ro-le ghép ndi (Ry)
va (R,) 1a bang nhau va bing 10 m. Mang
{10T} hién thi 2 thiét bi loT nguoi dung 1a
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(D1) va (D,) va thiét bi nghe 1én (E)} c6
khoan céch lan luot 12 5m, 7m, 12m. Khung
thoi gian phat 2048 ms, twong (ting vai 2048
mau, chia thanh 2 khe (Ty) va (T2), hé s6 mii
suy hao kénh truyén vo tuyén fa-ding
Rayleigh e=4, hé s6 phan chia céng suat

5.2. Két qud mé phéng

Ar=0.4, h¢ sb phat nhidu than thién 8=1, do
loi kénh truyén toi ro-le 1a osr=0,01, d6 loi
kénh truyén t6i IoT nguoi dung 13 6p,=0,04,
ty s& bit 13i lon hon 1073, didu ché BPSK,
twrong dwong ty 6 Eb/NO 16n hon 10 dB. Str
dung phan mém md phong Monte Carlo.

5.2.1. X&c sudt dirng OP va xac suat bao mdt 1P

(b)

Hinh 6. B4 thi xac suat dirng OP tai cac thiét bi 0T chuyén tiép (R,) va loT ngudi ding

Hinh 6.a, v& so do thi x4c suat dung
OP theo tac dong cua hé sé phan bo cong
suat {PS:Ar} Ién hiéu suat cua X&c suiy
dimg{OP} khi ro-le {loT} chuyén tiép
(Ry) va IoT ngudi dung chon ngudng téc
d6 bit duoc xac dinh trude ¢d dinh ty s6
bit R=0,1 b/s/Hz, hé sé phan chia cong
suat PS (Ar=0,1, 0,2,...,1), ty s6 bit 15i lon
hon 107, didu ché BPSK. Hinh 6.b, vé& so
db thi xac suat durng OP tai cac ro-le {loT}
va thiét bi IoT nguoi dung ghép ndi; theo
tac dong cia ngudng toc do bit, Az=0,4; va
R = (0,1, 0.2, 0.3, 0,4) b/s/Hz, ty sb bit I5i
lon hon 103, diéu ché BPSK. Két qua:

(a) (a)

ngudng téc do bit dwoc xac dinh trudc
thip hon R dan dén hiéu suat xac suat
ding tét hon (OP—0), tuy nhién, thong
lugng hé théng thap hon yéu cau; néu
ngudng toc do bit duge xac dinh trudc co
gia tri nho hon 0,5 b/s/Hz va {SNR} 16n
hon 10 thi xac suat dirng tai tat ca cac nat
{loT} sau dé c6 xu huéng bang khdng,
mit khac, néu ngudng toc do bit duoc xac
dinh trudc 16n hon 0,5 b/s/Hz, thi xac suét
dirng tai tat ca cac nat {IoT} sau d6 ludn
¢6 xu huéng vé mot. Nhu vay nguong ty
s6 dung lugng bit R = 05 b/s/Hz la
ngudng tée do bit toi wu.

mmmmmm

20 L'-fl 0
SNR ¢
(b) (b)

Hinh 7. Hiéu suit OP tai ro-le {IoT}; a) hé s6 PS ¢ dinh Az=0,4 va ngudng tc do bit cb
dinh R = 0,1 b/s/Hz; (b) téc do bit duoc téi wu hda ngudng va cac yéu td PS.
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Két qua thong luong hé thng trong
hinh 5, c6 xu hudng dat ngudng toc do bit
duoc xac dinh truéc khi ty sé tin hiéu trén
nhidu SNR tién téi vo clng 16n. Ngudng toc
do bit cua thiét bi IoT dugc chon R=0,499
b/s/Hz 16n hon ngudng téc do bit ¢ dinh tai
gid tri R=0,1 b/s/Hz. Xét truong hop, tap
lénh truyén dén tai may nghe 1én E, may
nghe 1én E da chon tin hiéu la cong thac 30

@
14

24

& B
=
09k ‘(‘?\
08 @\
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07| - e
TB—B—a—f—~4

o
>

ntercept Probability
o
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o
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\
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@)

cho giao thic {SIC} trong khéi truyén lé va
sau d6 phat tin hiéu la 34 cho giao thac
{SIC} trong khdi truyén chin. Két qua mo
phong nhu hinh 6, thiét bj nghe 1én (E) c6 thé
giai ma tin nhan cua cac thiét bi hop phap tur
tin hiéu nghe 1én, c6 xac suat IPe.p,=0,2, tai
SNR=30 dB. Tuy nhién, hiéu suét cua IP caa
nguoi dung nghe 1én (E) IPe.p, = 0,9986 tai
SNR ¢ gié tri 1on gan dén vé cing.

Threshold R =0.499 bys/Hz

PS factor Ap, =0.30556

L L L ¢
15 20 25 30 35 40 45 5

SNR p (dB)

(0)

Hinh 8. B4 thi biéu dién hiéu sut IP cia mang {NOMA }-{IoT} hop tac co tin hiéu giy
nhidu, (a) hé sé PS c¢b dinh Az=0,4 va ngudng tdc do bit cb dinh R = 0,1 b/s/Hz; (b) toc do
bit duoc t6i vu hoa ngudng va cac yéu td PS.

5.2.2. Két qua md phong giai thudt
bao mat RSA

Sau day 1a mot sd két qua thu dugc
trong qué trinh chay thuc nghiém: Dir liéu
tho: {"PH":3,"EC™:3}; dit liéu dang sd:

(@)

7B225048223A332C224543223A337D;
Dix liéu cam bién do dugc s& duoc luu trit
trong co s¢ dir liéu Google Firebase nhu
duoc hién thi trong hinh 7.

< Lich bisas

Trvaka Gate oy veon s =

Srvalicl date pononave | ot =

Hinh 9. Giao dién chinh cua tng dung di dong dugc dé xuat.

Giao dién Gateway IoT cap nhat da

diéu khién thanh cong vao thé “/status”: dé
khang dinh nat IoT di nhan dugc lénh,

théng bao xac nhan s¢ tai tro lai co so dir
liku Firebase v6i mad khac cua thé
(“/status”). Nt IoT goi trd 161 da nhan Iénh
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thanh cong: dé khang dinh nat IoT da nhan
dugc théng béo, thong bao xac nhan sé tai
tro lai gateway, cac xac nhan nay cling phai

Tne Lano Form

Petuion B et
5626
D e T3

iy
Do mate 4

Thae g

= et

duoc ma hoa. Phat hién cac su kién tur thé
“/ status”, xa4c nhan véi Mobile App ring
nat IoT da nhan thong bao ngudi dung.

29.7
it G i St
¥ 220
O st TV

Res
sona WiFs

THG aone

Hinh 10: Anh man hinh cai dit lich trinh tng dung di dong dung hé diéu hanh android

T so dd dugc hién thi trong hinh 8,
ching ta c6 thé thay cach tuong tac gitta
ngudi dung thiét bi di dong va hé théng
phu tro Firebase cd thé nhan dugc nhiéu
hon céc gia tri cam bién va diéu khién ro le
trén nat 10T, chang han nhu lich trinh, cai
dat gia tri ngudng cho tirng cam bién.

6. Két luin

Pé xuit md hinh kénh truyén cong tac
chuyén tiép 10T vo tuyén phat chuyén tiép
nhidu than thién két hop voi giai thuat bao
mat khong dbi xing RSA, viéc sir dung
khoa bao mat K tai dau phat va dau thu cua
kénh truyén chinh s& ting hiéu ning bao
mat cho hé thdng, chéng nghe 1én. Két qua
md phong tim duoc tdi wu hoéa hiéu suat
dirng OP va xéc suat bao mat IP, tai cac gia
tri md phong 1a hé sé PS ¢b dinh Az=0,4 va

Tir viét tat: AF: Amplify-and-Forward; BER:

ngudng téc do bit ¢6 dinh R = 0,5 b/s/Hz.

Bang cach sa dung co so dir liéu
Firebase thoi gian thuyc va tng dung di
dong dung hé diéu hanh android, va thuat
toan bao mat RSA dé thiét 1ap md hinh
giam sat an toan cac thong sé méi truong
xung quanh trong cac tda nha thong minh
va cac linh vuc ndng nghiép. Mod-dun bao
mat bo thu phat khong day duoc trién khai
RFM69HCW hoat dong ¢ bang tan wifi
433 MHz véi thuat toan RSA 123 duoc
thiét ké va thir nghiém véi cac thdng sé cai
dat cu thé cua cac loai cam bién nhiét do,
d6 am, trén di dong dung hé diéu hanh
android theo thoi gian dap wng nhanh, mé
ra nghiéu trién vong dé phat trién nhiéu
ung dung thuong mai khac nhau trong
thuc té.

Bit Error Rate; DF: Decode-and-Forward;

10T: Internet of thing; EH: Energy harvesting; NOMA: Non-othorgonal multiple access;
OP: Outage Probability; SOP: Secrecy Outage Probability; IP: Intercept Probability
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